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Cyber Risk Retainers

Beyond incident response: flexible retainers
with proactive and notification services



() Cyber Risk Retainers

Rapid, effective response augmented by
proactive and notification services that help
protect from financial and reputational harm

Gain access to a global team of over 300 elite incident
response investigators and much more. Kroll's cyber
risk retainers are designed to offer maximum flexibility
and include an array of proactive and notification
services that ensure you get tangible value.

6. RATE
DISCOUNTS

5.NO MINIMUM
USAGE

4. MANAGED
DETECTION AND
RESPONSE

With a growing number of privacy and consumer protection
laws mandating timely response and notification, you gain
peace of mind knowing Kroll’s global resources are readily
available in a crisis and can leverage our expertise and end-to-
end services to strengthen your overall cyber resiliency.

1.ELITE
INVESTIGATORS

2.RAPID, GLOBAL
RESPONSE

3.PROACTIVE AND
NOTIFICATION
SERVICES

Kroll’'s customizable incident response retainers include:

e Rapid response service levels provide access to a
global team of 300+ incident responders and data
breach notification experts

e No minimum credit usage requirements or lead times
and up to 20% of unused credits can be rolled over

e Rate discounts for hourly Kroll Cyber Risk services

e Compatible with over 50 cyber insurance carriers,
under pre-negotiated rates

KROLL

e Robust preparedness services, including tabletops,
simulations, penetration testing, policy reviews and
strategic advisory

e Flexibility to choose from a wide range of cyber services

e Technology-agnostic services can be catered to your
specific security stack



() Cyber Risk Retainers

CHOOSE THE KROLL RETAINER OPTION THAT FITS YOUR ORGANIZATION’S POSTURE AND NEED

Incident support contact within 4 hours Incident support contact within 6 hours
Remote Support
(24/7/365) (24/7/365)
Onsite Support In transit within 24 hours of request or SOW signature (for additional services)
Rollover Credits Up to 20% of unused services credit may be applied to the following year upon renewal
15% discount on any additional hourly- 10% discount on any additional hourly-
Rate Discount based proactive or incident response based proactive or incident response
Cyber Risk service Cyber Risk service

Customize your retainer for optimal coverage

Unlike many firms, Kroll gives you the opportunity to customize retainers with a wide variety of proactive, response and
notification services best suited for your situation and goals. Below are just a few examples of the services available:

Proactive Services Incident Response Services Notification and Monitoring Services
e Cyber risk assessments, including e Business Email Compromise e Data breach notification
cloud, email, web apps, and more e Advanced Persistent Threats (APT) e Call centers
 Managed detection and response e Ransomware or Malware o |dentity theft consultation
e Cyber security awareness training e Mobile device forensics and restoration
e Ransomware preparedness e Insider threat e |dentity and credit monitoring
* Tabletop exercises e Stolen device due diligence
e Penetration testing e Web application compromise or fraud
e Dark web diagnostics e PCl Forensic Investigation (PFl)

e Remote work security

e Third-party cyber risk management

®

PEACE OF MIND AND EXPERT SUPPORT JUST A CALL AWAY

Kroll manages over 2000 security investigations every year for clients of all sizes and complexities. We also have decades of
experience helping clients notify customers affected by breaches—from a small number of individuals to situations involving
millions of data subjects across multiple jurisdictions, time zones and languages. We can help you determine the right cyber

risk retainer for you, beyond incident response. For peace of mind and support before and during an incident, speak with one
of our cyber experts today.
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@ GLOBAL CYBER EXPERTISE

Many of our cyber

Federal Bureau of Investigation (FBI)
professionals bring years

Interpol
of unique experience from

i i . U.S. Department of Justice (DOJ)
their former service with

large enterprises as well Securities & Exchange Commission (SEC)

as law enforcement and U.K. Intelligence and Policing

regulatory agencies:

U.S. Department of Homeland Security
(DHS)

e U.S. Secret Service (USSS)
U.S. Attorney’s Office

~O)- DID YOU KNOW...

Kroll works on ... Kroll works with over...

3200+ ) €

Cyber events per year for clients

ranging from Fortune 100 to of the of the
medium-sized businesses. Fortune 100 AM Law 100
Kroll has a dedicated insurance team for insurance and legal channels,
with extensive relationships with 60+ cyber insurance carriers and exclusive
benefits to insureds.

TALK TO A KROLL EXPERT TODAY

KRYLL

INDUSTRY RECOGNITION

CR=ST,
CREST has accredited Kroll

as a global Penetration
Testing provider

» Security @
Standards Council

Kroll is certified as a Global
PCI Forensic Investigator
(PFIl) company

Gartner

Kroll recognized as a
Representative Vendor for
Digital Forensics and Incident
Response (DFIR) and Managed
Detection and Response (MDR)

=IDC

Kroll named a Global Leader in
Incident Response Readiness

North America UK Hong Kong Additional hotlines at:
T:877 300 6816 T:808 101 2168 T: 800908 015 kroll.com/hotlines
Singapore Australia Brazil Or via email:

T: 800 101 3633 T: 1800 870 399 T: 0800 761 2318 CyberResponse@kroll.com
About Kroll

As the leading independent provider of risk and financial advisory solutions, Kroll leverages our unique insights, data and technology to help clients stay ahead of complex demands. Kroll's
global team continues the firm’s nearly 100-year history of trusted expertise spanning risk, governance, transactions and valuation. Our advanced solutions and intelligence provide clients
the foresight they need to create an enduring competitive advantage. At Kroll, our values define who we are and how we partner with clients and communities. Learn more at Kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Kroll Securities, LLC (member FINRA/SIPC). M&A advisory, capital raising and
secondary market advisory services in the United Kingdom are provided by Kroll Securities Ltd., which is authorized and regulated by the Financial Conduct Authority (FCA). Valuation
Advisory Services in India are provided by Kroll Advisory Private Limited (formerly, Duff & Phelps India Private Limited), under a category 1 merchant banker license issued by the Securities

and Exchange Board of India.
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